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Preamble

While we hope your customers are able to use Visitor@Brunel without any issues we
appreciate that sometimes wireless can be a little unpredictable.

If you have any issues please follow the steps in this guide in the following order:

1. Ensure the customer has been granted access (either by the relevant process in
KX or via the Visitor Admin portal)

2. Ensure you have waited five minutes because it can take up to five minutes for
some types of accounts to be granted access

3. Ensure you are navigating directly to a webpage and not via a submitted form or
search box if in doubt try to navigate manually to http:/www.brunel.ac.uk

4. Ensure you are not navigating to a secure website (starting https) if in doubt try
to navigate manually to http:/www.brunel.ac.uk

5. Disconnect from Visitor@Brunel, forget the network and reconnect
6. Clear your browser cache

7. Ensure cookies are enabled in your browser

Note:

If your customers have a network username and password use Wifi@Brunel instead of
Visitor@Brunel.

If your customers are from another educational institution they may have credentials
for the eduroam network, advise customers to use this network instead of
Visitor@Brunel.

There are some additional notes listed in the relevant chapters which are written for

specific
devices / browsers.
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Disconnecting, Forgetting and Reconnecting to Visitor@Brunel

1. Select Settings from the Home Screen

Visitor@Brunel

3. Select thg next to Visitor@Brunel
v Visitor@Brunel T ©
4. Select Forget this Network

Forget this Network

5. Click Wi-Fi Networks at the top of the screen

"Wi-Fi Networks.

6. Slide Wi-Fi to OFF

Wi-Fi @) wiFi (7Y oFF)

7. Slide Wi-Fi back to ON

Wi-Fi () oFF) | | wiFi [ oN @)
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Clearing Browser Cache

1. Select Settings from the Home Screen

+ Settings

2. Select Safari from the menu (this will be on the left on an iPad)

==
f’i Safari

3. Select Clear Cookies and Data (please note this may also clear saved
passwords etc)

Clear Cookies and Data

4. Select Clear

Clear Cookies and Data
This will clear data that could be

used for tracking, but is also used by
websites to preserve login

information and to speed up
browsing.

Clear Cancel
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Enabling Cookies

1. Select Settings from the Home Screen

g Settings

2. Select Safari from the menu (this will be on the left on an iPad)

i Safari

3. Select Accept Cookies

Accept Cookies From visited »
4. Ensure Accept Cookies is set to From visited or Always

Never
From visited v

Always
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Navigating Directly to a Website

No SIM =

- A [ | google.com

Web Authentication Redirect

http://www.google.com

Ensure you type a URL in the address bar that does not include a
question mark.

@http://www.google.com
@http://www.brunel.ac.uk/about
@http://www.test.com/page.aspx
Ohttp://www.google.com/search.aspx?query=test

No SIM =

Do not use the search box as this will result in a blank page
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SSL Errors

No SIM =

| m = (google.com “r N

Web Authentication Redirect
http://www.google.com/

Ensure you are visiting a hon-secure website (starting http)

@http://www.google.com
@https://www.google.com

Cannot Open Page

Safari cannot open the page
because it could not establish a
secure connection to the server.

e —
OK

Brunel Visitor@Brunel

Troubleshooting
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Disconnecting, Forgetting and Reconnecting to Visitor@Brunel

1. Select Applications from the Home Screen

Applications

2. Select Settings from the Apps screen

Settings

3. Select Wi-Fi from the menu

> Wi-Fi ON

4. Select the Visitor@Brunel network
Visitor@Brunel

5. Select Forget (This may be below information about the network)

Forget i Cancel

6. Slide Wi-Fi to OFF

7. Slide Wi-Fi back to ON
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Clearing Browser Cache

1. Select Applications from the Home Screen

] |
Applications
2. Select Internet from the Apps screen

3. Press your phone’s menu button (this will bring up your browser
options)

4. Select Settings (You may need to scroll down to the bottom of the
menu)

Settings

5. This will take you to the Browser setting

<Q Settings

6. Select Privacy & Security

Privacy & security

7. Select Clear Cache

Clear cache

ar locally cached content anc
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Enabling Cookies

1. Select Applications from the Home Screen

Applications

2. Select Internet from the Apps screen

3. Press your phone’s menu button (this will bring up your browser
options)

4. Select Settings (You may need to scroll down to the bottom of the
menu)

Settings

5. This will take you to the Browser setting

<O Settings

6. Select Privacy & Security

Privacy & security

7. Select Accept Cookies

Cookies

pt cookies

Allow sites to save and read cookie
C
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Navigating Directly to a Website

& | www.bbc.co.uk -

g s, " Visitor@Brune

Weicome to Visitoe@Brunel Network Access Services

Username i Engish |
Posoword

This service allows you 0 access the Internet and extermnally facing resources dunng
| Legn | your visit at Brunel University.

In ocder 10 use this service you will need to enter the username and password peovided 3@; [rp s
If you do not already have your username and password, please refer to the z
informanion cn the nght hand side of the screen on who to conact

Ensure you type a URL in the address bar that does not include a
guestion mark.

@http://www.google.com
@http://www.brunel.ac.uk/about
@http://www.test.com/page.aspx
Ohttp://www.google.com/search.aspx?query=test

@Do not use the search box as this will result in a blank page
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Username
Passwoed

T

Bruncl ‘

CE S

Welcome 10 Visitor@Brunel Network Access Services

This service allows you 10 access the internet and externally facing resources during
Logn your visit at Brunel University

In ocder 10 use this service you will need 10 enter the username and password provided ’

If you do not already have your username and password, please refer o the
information on the right hand side of the screen on who to contact

Ensure you are visiting a non-secure website (starting http)

@http://www.google.com
@https://www.google.com

Connection problem

A secure connection could not

be established.

Troubleshooting

Brunel ‘ Visitor@Brunel
Guide

(%)
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Clearing Browser Cache in Apple Safari

From the Safari menu select Preferences

Select the Privacy Tab

Click on Remove All Website Data

o gk

Extensions Advanced

o] [d O w3 [/ g |&

General Appearance Bookmarks Tabs RSS  AutoFill Security 'Privacy

Cookies and other website data: [ Remove All Website Data... ]

2 websites stored cookies or other data

Block cookies: @ From third parties and advertisers

© Always
© Never

Limit website access to location services: © Prompt for each website once each day
© Prompt for each website one time only
© Deny without prompting

Click on Remove Now

i [d @ w7 g | F &

General Appe: 5z r

Are you sure you want to remove all data stored by websites on tails_
your computer?

@ This will clear data that could be used to track your browsing, but
may also log you out of websites or change website behavior.

l\';?_) [ Remove Now ] [ Cancel ]
) Deny without prompting
e 3

Visitor@Brunel

Troubleshooting
Guide
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Enabling Cookies in Apple Safari

1. From the Safari menu select Preferences

2. Select the Privacy Tab

3. Next to Block cookies, check From third parties and advertisers

B G

Extensions Advanced

] [d @ w©@[F Q |&

General Appearance Bookmarks Tabs RSS  AutoFill Security 'Privacy

Cookies and other website data: [ Remove All Website Data... ]

2 websites stored cookies or other data

Block cockies: @ From third parties and advertisers
© Always

©) Never

Limit website access to location services: © Prompt for each website once each day
©) Prompt for each website one time only
) Deny without prompting
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Navigating Directly to a Website (Apple Safari)

B ormErs o et

'g"l http: / f'www.google.com/ - Google Search

Top Hit

Google Search http: / fwww.google.com

Ensure you type a URL in the address bar that does not include a
guestion mark.

@http://www.google.com
@http://www.brunel.ac.uk/about
@http://www.test.com/page.aspx
@http://www.google.com/search.aspx?query=test

©@Do not use the search box as this will result in a blank page
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SSL Errors (Apple Safari)

BRI e e e

';:' http:/ /www.google.com/ - Google Search

Top Hit

Google Search http: [ fensan_ google.com

Ensure you are visiting a nhon-secure website (starting http)

@http://www.google.com
Ohttps://www.google.com

&) Failed to open pag

| < ‘ > j | + \e https://connect.brunel.ac.uk/ C-| \:Q' Google

& [1] i Apple Yahoo! GoogleMaps YouTube Wikipedia News(10) v Popular v

Safari can’t open the page. (?)

Safari can’t open the page “https://connect.brunel.ac.uk/” because Safari can’t
establish a secure connection to the server “connect.brunel.ac.uk”.
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Removing a Static IP Address

1. Go to System Preferences

2. Select the Internet & Wireless
3. Select Network

4. Select Airport from the right
5. Click Advanced...

6. Select the TCP/IP tab

7. Select Using DHCP from the
drop-down menu

8. Click OK

9. Click Apply

Visitor@Brunel

Troubleshooting
Guide

HIOL IO XXX
Network

< |» || ShowAll Q

Location: | Automatic

Ethernet 4o
@ \otConnected 8P Status: On Turn AirPort Off
AirPort is turned on but is not connected to
a network.

™ flre\’Nlre s
Not Connected

Network Name: | No network selected

[V Ask to join new networks

Known networks will be joined automatically.
If no known networks are available, you will
be asked before joining a new network.

802.1X: | WPA: Wifi@Br... +!( Connect )

i i  pTEE——
E Show AirPort status in menu bar Advanced... @

= > N
ﬁ —
I8 Click the lock to prevent further changes. [ Assistme... ) Revert Apply

NnNeo Network

L[] a

T AirPort

L r—
[ AirPort ("-TCP/IPy DNS =~ WINS = 802.1X | Proxies Ethernet |
s S

IPv4 Address:
Subnet Mask: DHCPClientD: | |
Router: (i)
Confi 1Pv6: | Automatically m
Router:
IPv6 Address:
Prefix Length:
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Removing Proxy Settings

Visitor@Brunel

Troubleshooting
Guide

1. Go to System Preferences
2. Select the Internet & Wireless
3. Select Network
4. Select Airport from the right
5. Click Advanced...
6. Select the Proxies tab
7. Ensure the Bypass Proxy Settings for these Hosts & Domains is
blank
N OO Network
8. Click OK €0 BT s
i %A"P"“‘ AirP TCP/IP  DNS = WINS = 802.1X mEh )
9. CIICk Apply irPort / : r\ie-s/l thernet

Select a protocol to configure:

| Auto Proxy Discovery
Automatic Proxy Configuration
Web Proxy (HTTP)

Secure Web Proxy (HTTPS)

FTP Proxy

SOCKS Proxy

Streaming Proxy (RTSP)
Gopher Proxy

Oo0oo0o0oo0OoOo

[ Exclude simple hostnames

szass proxy settings for these Hosts @

*local, 169.254716

™ Use Passive FTP Mode (PASV)

Cancel )

7N
S——
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Clearing Browser Cache in Internet Explorer

1. From the Q menu select Tools

2. Select Internet Options

3. Click the Delete... button

Internet Options. _— (-2 )
General ‘Secmity | Privacy [ Content ] Connections | Programs | Advanced\
Home page - -
(? To create home page tabs, type each address on its own line.

6
. 4 http://www.google.co.uk/ -
[ Use current ] [ Use default ] [ Use blank
Browsing history

,l_ Delete temporary files, history, cookies, saved passwords,
V") and web form information.

[ Delete browsing history on exit

Delere...EJ[ Settings J

Search
/\(‘) Change search defaults. Settings I
Tabs
Change how webpages are displayed in i
[ tabs.
Appearance |
Colors ] [ Languages ] I Fonts ] [ Accessibility ]

4. Check Temporary Internet Files

- —
Delete Browsing History ﬂ

Preserve Favorites website data

Keep cookies and temporary Internet files that enable your favorite
websites to retain preferences and display faster.

Copies of webpages, images, and media that are saved for faster
viewing.

[7] cookies
Files stored on your computer by websites to save preferences
such as login information.

[C History
List of websites you have visited,

[~ ownload History
List of files you have downloaded.

[ Form data
Saved information that you have typed into forms.

[7] passwords
Saved passwords that are automatically filed in when you signin
to a website you've previously visited.

|| ActiveX Filtering and Tracking Protection data
A list of websites excduded from filtering, and data used by Tracking
Protection to detect where websites might be automatically sharing
details about your visit,

About deleting browsing history Delete ] [ Cancel ]
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Enabling Cookies in Internet Explorer

1. From the £} menu select Tools

2. Select Internet Options
3. Select the Privacy tab

4. Ensure your cookie settings is set to Accept All Cookies

Internet Options — - (B

[General ] Security] Privacy [Conhent [ Connections [ Programs [ Advancedl

Settings
Select a setting for the Internet zone.
Accept All Cookies

- Saves cookies from any website.
- Cookies that are already on this computer can be read by
the websites that created them

=
Sites Import ] I Advanced ] [ Default ]
Location -
Never allow websites to request your Clear Site:
O physical location SIS
|
Pop-up Blocker —
[¥] Turn on Pop-up Blocker Setti
ttings
InPrivate 1
[¥] Disable toolbars and extensions when InPrivate Browsing starts \

o [ concsl J[ v ]|
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Navigating Directly to a Website (Internet Explorer)

@ & htttp://www.google.com| P~EB3X||EHrNV

File Edit Bing Suggestions

Turn on suggestions (send keystrokes to Bing)

ble @ | Add Lo
l.. I

Ensure you type a URL in the address bar that does not include a
guestion mark.

@http://www.google.com
@http://www.brunel.ac.uk/about
@http://www.test.com/page.aspx
Ohttp://www.google.com/search.aspx?query=test

@@Eﬂd P~EBryX|Sur

File Edit http://bbc.co.uk/ Shift + Enter
http:/fwww. bbc.co.uk/

at
Bing Suggestions

Turn on suggestions (send keystrokes to Bing)

bl e @ | Add

@Do not use the search box as this will result in a blank page
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SSL Errors (Internet Explorer)

4 B
@ @ htttp://www.google.com|
m Bing Suggestions
] Turn on suggesticns (send keystrokes to Bing) ltI;
I
Ensure =@ - . il

@http://www.google.com
Ohttps://www.google.com

y P ol — “
6 l’—)\ @& nttps://connect.brunel.ac.uk/ £ ~ & X || & Intemet Explorer cannot dis... * |

0 Internet Explorer cannot display the webpage

What you can try:

Diagnose Connection Problems

(» More information
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Clearing Browser Cache in Google Chrome

1. From thss menu select the Tools option, then select Setti

2. Click Show advanced settings

Search

Set which search engine is used when searching from the omnibox.

Web Search ¥ | Manage search engines...

Enable Instant for faster searching (omnibox input may be logged

Users

You are currently the only Google Chrome user.

Add new user Delete this user | ‘ Import bookmarks and setting

Default browser
Make Google Chrome my default browser

Google Chrome is not currently your default browser.

+ Show advanced settings ‘/

3. Click Clear Browsing Data

Default browser
| Make Google Chrome my defautt browser

Google Chrome s not currently your default browser.

Privacy ./
Content settings.., || Clear browsing data...

Google Chrome may use web services to improve your browsing experience. You may optior
services. Learn more
W Use a web service to help resolve navigation emrors
W Use a prediction service to help complete searches and URLs typed in the address bar
& Predict network actions to improve page foad performance
W Enable phishing end malware protection
Use 2 web senvice to help resolve spelling ercors

Automatically send usage statistics and crash reports to Google

4. Check Empty the cache then click Clear browsing data

Clear browsing data x

Obliterate the following items from: | the beginning of time
Clear browsing histery
Clear download history
of| Empty the cache
Delete cookies and other site and plug-in data
Clear saved passwords

Clear saved Auto-fill form data

Clear browsing data Cancel
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Enabling cookies for Google Chrome
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1. From the % menu select the Tools option, then select Settings

2. Click Show advanced settings

Search
Set which search engine is used when searching from the omnibox.

Web Search ¥ || Manage search engines...

Enable Instant for faster searching (omnibox input may be logged

Users

You are currently the only Google Chrome user.

Add new user Delete this user ‘ Import bookmarks and setting

Default browser
Make Google Chrome my default browser |

Google Chrome is not currently your default browser.

+ Show advanced settings g
3. Click Content settings...

Privacy {

Content settings... Clear browsing data..,
Google Chrome may use web services to improve your browsing experience. You may optionalfy
services. Learn more
Wi Use a web service to help resolve navigation erors
W Use a prediction service to help complete searches and URLs typed in the address bar
& Predict network actions to improve page load performance
& Enable phishing and malware protection

Use a web service to help resolve spelling errors

Automatically send usage statistics and crash reports to Google

4. Ensure Allow local data to
Cookies

Content Settings ...

Cookies
@ Aliow local data to be set (recommended)
Allow local data to be set for the current session only
Block sites from setting any data
Block third-party cookies and site data
Clear cookies and other site and plug-in data when | close my browser

Manage exceptions... All cookies and site data...

be set (recommended) is selected under
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Navigating Directly to a Website (Google Chrome)

O http://www.google.com

@ http://www.google.com - Google
Q, http://www.google.com - Google Search

Ensure you type a URL in the address bar that does not include a
guestion mark.

@http://www.google.com
@http://www.brunel.ac.uk/about
@http://www.test.com/page.aspx
Ohttp://www.google.com/search.aspx?query=test

@ BBC

® www.bbe.com
Q, BBC - Google Search

@Do not use the search box as this will result in a blank page
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SSL Errors (Google Chrome)

(D http://www.google.com

® http://www.google.com - Google

Q, http://www.google.com - Google Search

Ensure you are visiting a hon-secure website (starting http)

@http://www.google.com
Ohttps://www.google.com

SSL connection error

@ chrome l |

Unable to make a secure connection to the server. This may be a problem with the server or it may be requiring a client
authentication certificate that you don't have.

Error 107 (net::ERR_SSL_PROTOCOL_ERROR): SSL protocol error.
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Clearing Browser Cache in Mozilla Firefox

1. From the |lliiEiZaan menu select Options
2. Click the Advanced page
3. Select the Network tab

4. Click Clear Now

Options

5% @ @ 0B

G;neral Tabs  Content Applications Privacy Security Sync = Advanced

Visitor@Brunel

Troubleshooting
Guide

General | Network UpdatelEncrypﬁon’

Connection

Configure how Firefox connects to the Intemet [ Settings... ]

Offline Storage
Your cache is currently using 0 bytes of disc space Clear Now

|| Override automatic cache management

Limit cache to 102415 MB of space

(] Tell me when a website asks to store data for offline use | Exceptions... ]

. or rev
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Enabling Cookies in Mozilla Firefox

1. From the [l ddnl menu select Options

2. Click the Privacy page

3. Check Accept cookies from sites

Options u
0&m & a8 Q@ &

General Tabs Content  Applications = Privacy  Security Sync Advanced

Tracking
[ Tell web sites I do not want to be tracked

History

Firefox will: | Use custom settings for history v

[] Permanent Private Browsing mode
[¥] Remember my browsing history
Remember download history
Remember search and form history

Accept cookies from sites Exceptions...

[¥] Accept third-party cookies

Keep until: Show Cookies...
[ Clear history when Firefox closes ‘ Settings...
Location Bar
When using the location bar, suggest: | History and Bookmarks v
[ ok ][ concel |[ mew |

32 of 37



Unlver5|ty Troubleshooting

Brunel ‘ Visitor@Brunel
R |_ondon Guide

Navigating Directly to a Website (Mozilla Firefox)

http:ffwmwv.gungle.cum|

T firefox
www.google.com/firefox?client=firefox-airls= org.moszillaien- GB:official

Ensure you type a URL in the address bar that does not include a
guestion mark.

@http://www.google.com
@http://www.brunel.ac.uk/about

@http://www.test.com/page.aspx
@http://www.google.com/search.aspx?query=test

*J - B8C P
kb Suggestions
bbc news /

@Do not use the search box as this will result in a blank page
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SSL Errors (Mozilla Firefox)

http://www.google.com|

i1 firefox

www.google.com/firefox?client=firefox-a8irls=org.mozillaien-GB:official

Ensure you are visiting a hon-secure website (starting http)

@http://www.google.com
@https://www.google.com

The connection was interrupted

The connection to connect.brunel.ac.uk was interrupted while the page was
loading.

® The site could be temporarily unavailable or too busy. Try again in a few moments.
m If you are unable to load any pages, check your computer's network connection.

m If your computer or network is protected by a firewall or proxy, make sure that
Firefox is permitted to access the Web,
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Removing a Static IP Address

1. Go to Start -> Control Panel

2. Select the Network & Sharing
Center

3. Select Change Adapter Settings

Visitor@Brunel

Troubleshooting
Guide

Control Panel H : " p
Hleaiee View your basic network infor

from the right

Right click on Wireless Network

Manage wireless networks

Change adapter settings

Change advanced sharing
settings

A ®

e —
CONNECT2
(This computer)

View your active networks

COnneCtiOn You are
Change your networking settings
5. Select Properties s cnmmisiosend

6. Select Internet Protocol Version
4 (TCP/IPV4)

Change settings of this connection
Wireless Network Connection

n2 | .~
S Not connected

]
o>
dapter for6... ‘x dﬂ Intel(R) Centrino(R) Ultimate-N 6...

7. Select Properties

% Disable
—-— Connect / Disconr
& Wireless Network Connection Properties [=] Status
>
Networking | Sharing| Diagnose
Connect using:

# Bridge Connection
&¥ Intel(R) Centrino(R) Utimate-N 6300 AGN -

Create Shortcut
This connection uses the following items: . Delete
% Rename
4=}Q0S Packet Scheduler A A

Qﬁle and Printer Sharing for Microsoft Networks
4. Intel® Centrino® Wireless Bluetooth® 3.0 + High Spee:
-4 Intemet Protocal Version & (TCP/IPv6)

G ntemet Protocol Version 4 (TCP/IPv4]

4. Link-Layer Topology Discovery Mapper |/O Driver

'g Properties

! m |

W] s Link-Layer Topology Discovery Responder -
< | 1 | »
Install... [ Uninstall [ \7 Properties "
——

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

[ ok ][ cance |
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Removing a Static IP Address [continued]

8.

9.

10.

11.

Ensure Obtain and IP address automatically is selected

Visitor@Brunel

Troubleshooting
Guide

Ensure Obtain DNS server address automatically is selected

Click OK

Click OK

n

Internet Protocol Version 4 (TCP/IPv4) Properties

General ] Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@) Obtain an IP address automatically

(@ Obtain DNS server address automatically
(7) Use the following DNS server addresses:

o T - PR BN vy ¢
Frererred DNS server

AlEarmale NLMS carwuay:
Alcernace DiND server,

Validate settings upon exit

P c—

[OK‘XCanoel

)
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Removing Proxy Settings

1. Open Internet Explorer

2. From the ﬁ- menu select Internet Options
3. Select the Connections tab
4. Click LAN settings

5. Ensure Use a proxy server for your LAN is unticked

(= =2
p-o| s

Print 4
File »
Zoom (100%) »
— Safety 4
Internet Opti [®r=] i
nteret Options g [er=] Add site to Start menu
i i Ce i 3
[ eneral [ security [ privacy [ Content( Connections Yprograms | Advanced | N T e Ctrl+)
Tosetpminri ot &k Manage add-ons
== Dial-up and Virtual Private Network settings — = F12 developer tools
Local Area Network (LAN) Settings =] Adi.. - 8
— Go to pinned sites
Automatic configuration el
Automatic configuration may override manual settings. To ensure the Remove Internet options
use of manual settings, disable automatic configuration. T — e About Intemet Explorer
[¥] Automatically detect settings server fora comecton.

D Use automatic configuration script Dial whenever a network connection is not present
efault connection
Address

et default

Local Area Network (LAN) settings

Foyseer LAN Settings do not apply to dial-up connections
’ : Choose Settings above for dialup settings.
a proxy server for your LAN (These settings will not apply to
-up or VPN connections).
Address Paort; | 80 Advanced
Bypass proxy server for local addresses E Ve
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